Telephone Protocol for the Disclosure of Personal Data

The purpose of the Data Protection Act 1998 is to protect the rights and privacy of individuals with regard to their personal information.  Anglia Ruskin University must ensure that personal data held on individuals (including students and staff) is not disclosed to unauthorised third parties including family members, friends, Government bodies and in certain circumstances, the Police. 

At times it may feel as if you are being obstructive to callers asking for information about students or members of staff.  In these cases explain that the information falls under the Data Protection Act.  Follow the guidance below in a courteous and professional manner and in most circumstances you should not experience too many problems.  
The advice below is intended as a guideline only. If in doubt, please contact Jackie Barlow, University Records Manager (on extension 4215 or email to jackie.barlow@anglia.ac.uk). 

This advice should be read in conjunction with our Data Protection Policy.
· Never give out staff home addresses, personal telephone numbers (home or mobile) or, personal, i.e. home, e-mail.

· If asked whether a person works for Anglia Ruskin University this can be confirmed provided their details are already available on the directory.  
· There is no specific reason for not supplying a caller with a staff member's university e-mail address. 
· Direct dial numbers should, in most cases, be offered to callers.  

· There is no reason not to give the names of staff members to callers. If, for example, a caller asks for the name of our Vice Chancellor by all means tell them his name is Professor Thorne. In most cases this information is likely to have already been made public (e.g. on university web pages).
· If you are asked to transfer a caller to a particular member of staff and you know that person is on annual leave or sick leave, do not disclose particular details to the caller but provide general information i.e. this person is currently unavailable..  It may be that the staff member has a voicemail message advising callers why they are not in the office however it is better to be cautious and to give out minimal information.  
· In some circumstances it will be necessary to take a message and return the call, giving you time to clarify the data protection ruling for a specific situation.  You should contact the University Records Manager, Jackie Barlow on 0845 196 4215 or email to jackie.barlow@anglia.ac.uk if you have any queries.  
Disclosure to parents (student information)

Anglia Ruskin University has no responsibility or obligation to disclose any personal information relating to students to parents or other relatives, even if they are contributing to tuition fees.

You may come under pressure to discuss individual students with parent/guardians or even friends over the telephone, however in these situations it is essential that you do not disclose personal data without the prior consent of the student as it would be a breach of the Data Protection Act to do so.

You are of course free to discuss institutional procedures with parents (eg describing assessment procedures or releasing dates of graduation ceremonies) but the specific circumstances of an individual student cannot be discussed without the consent of that student.  

What to do if someone calls claiming to be a student.
You may receive calls from individuals claiming to be students and asking, for example, for their examination results.  You should not disclose any  information over the telephone.  Students should be encouraged to view their results on e-Vision and for any other enquiries, they should be asked to send an email from their student email address or send a letter requesting the information.  Alternatively they can call into our university bringing their student card as proof of ID.   
Disclosure to the Police

Disclosures to the Police are NOT compulsory except in cases where Anglia Ruskin University is served with a Court Order requiring information.  However, Section 29 of the Data Protection Act 1998 does allow us to release information to the Police WITHOUT the consent of students or members of staff in LIMITED circumstances.  Such disclosures should only be made if the Police confirm that they wish to contact a named individual about a specific criminal investigation.  If you are contacted by the Police please refer the request to the University Records Manager, Jackie Barlow. All requests for information under the Data Protection Act should be referred to the University Records Manager to be logged and monitored.  
Disclosures to other agencies including but not exhaustively the UK Border Agency, Borough and County Councils, the Home Office and the National Health Service Counter Fraud Service.  
Section 29 of the Data Protection Act 1998 does allow us to release information to some agencies WITHOUT the consent of students or members of staff in LIMITED circumstances.  If you are contacted by any of these agencies for information please pass the request without delay to the University Records Manager, Jackie Barlow.  
     Disclosures to solicitors

You may also receive requests from solicitors for information about students or staff.  Explicit consent from the student/staff member is required in these cases.  Please pass all such requests without delay to the University Records Manager, Jackie Barlow.    
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